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Protecting FAA Air Traffic 
Mission Critical Systems

Adapting to an Enterprise Posture



Our People, Processes and Systems form our multi-tiered and 
layered approach to protecting our mission critical systems 
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FAA Cybersecurity follows a Layered Approach

U.S. National Airspace System

People

Process

Systems

Policy & Best Practices

- Strategic Planning

- Public/Private Partnerships

- Enterprise Services

- Policy and Requirements

- Information Assurance

- Independent Risk Assessment

- Information System Security 

• Cyber Monitoring

• Event Detection

• Data Analysis

• Response Management

- Exercising & Testing

- Mitigation Support

- Incident Tracking



The Threat Landscape Keeps Getting Smarter

• Evolution of “Internet of Things” and 
5G Technologies broadened our 
ability to connect and improve 
productivity

• Threat actors also benefit using 
increasingly sophisticated and 
malicious cyber attacks against 
critical infrastructure

• Recent events, including Log4j, 
JetBrains and SolarWinds 
demonstrate the  dynamic cyber 
threat landscape

Today’s Landscape is a Global Map → Threats are ever-evolving in Complexity, Capability and 
Ability to Harm 



FAA’s Move to Adopt a Zero Trust Architecture

Zero Trust (ZT) is a US Federal Government adopted strategy to move defenses from static, 
network-based perimeters to focus on authenticating, segmenting and monitoring users, assets, 
and resources within the network

Legacy Perimeter-focused 

Security Architecture Zero Trust Architecture
Authentication,

Segmentation, Monitoring



Our Expanding Enterprise Capabilities

• Managed Enterprise Security Monitoring:

– Integrate different monitoring and detection tools 

– Automate tasks for simpler, more effective security 
operations 

• Security Enterprise Asset Management: 

– Centralized capability 

– Support collection of specific ATO assets for each 
environment

• Centralized NAS Software Security Management: 

– Improves cyber security posture of the NAS 

– Provides centralized capability for security patch & 
protection updates

• Managed Enterprise Security Protections (Shared Telco):

– Implemented via a Network Edge Protection capability

– Support secure NAS operations when running in a zero-
trust environment

We are building segmented operating environments to protect our mission critical systems with 
Enterprise Cybersecurity Capabilities



FAA Advances to Improve Aircraft Cybersecurity

• Although cyber threats to the aviation sector may evolve, a constant to 
our defense is the diversity of stakeholders in the aviation ecosystem 
and the value of collaboration. 

• Since 2005 the FAA has used special conditions, which are applied 
during the aircraft certification process to protect flight control and 
navigation systems from intentional unauthorized electronic 
interaction.

• The FAA is exploring the development of guidance material regarding 
aircraft systems information security and protection, and is working 
with partner CAAs and international organizations to improve aircraft 
cybersecurity.

• The FAA addresses aircraft cybersecurity safety issues by 
collaborating with industry and U.S. government subject matter 
experts to assess safety impacts and recommend voluntary 
compliance with mitigations or if necessary, mandate compliance with 
regulatory tools.

Cybersecurity, particularly its intersection with aviation safety, is a critical piece of accomplishing the FAA mission of 
providing the safest and most efficient aerospace system in the world.



FAA Continued International Engagements:

• Civil Air Navigation Services Organization 

(CANSO)

• European Aviation Safety Agency (EASA)

• The European Organization for the Safety of 

Air Navigation (Eurocontrol) 

• NEASCOG: NATO and Eurocontrol ATM 

Security Coordination Group

• International Air Transport Association (IATA)

• International Civil Aviation Organization (ICAO)

– Cybersecurity Panel (CYSECP)

– Trust Framework Study Group (TFSG)

• North Atlantic Treaty Organization (NATO)

• Transport Canada Civil Aviation (TCCA)

Our resiliency and ability to protect our critical aviation systems relies on a strong, open and mutual 
cybersecurity partnership

Forging a Strong Global Community Partnership



Engaging on International Cybersecurity Initiatives

• On the global stage, FAA actively participates in key 
ICAO cybersecurity forums such as the new 
Cybersecurity Panel. 

• The FAA also participates in the ICAO study group 
working to design a global mechanism to promote 
secure digital information exchange - The International 
Aviation Trust Framework.

• FAA is assisting NEASCOG in the formulation of an 
ATM security policy aimed at defining a framework for 
strengthening the overall aviation ecosystem through 
international coordination and collaboration.

• FAA has expanded its cybersecurity partnerships 
through the Aviation Cyber Initiative (ACI). 

– The ACI Community of Interest is composed of 
representatives from government agencies, industry 
groups, federal research facilities, academia, standards 
bodies, and international partners. 

In order to successfully identify and mitigate risks throughout the aviation ecosystem, FAA needs 
to collaborate and build a shared vision with our public, private, and international partners. 



FAA Supports the Development of the International Aviation Trust Framework

• FAA is actively engaged to support the development 
of a trust framework for aviation stakeholders to 
operate seamlessly across international boundaries

• It is critical that we continue to work together to 
standardize procedures and protocols for the 
management and integration of network and service 
infrastructures as well as for protection against cyber 
attacks

• The goal of IATF is to enhance security of existing 
operational data exchange over commercial 
networks, a goal that becomes increasingly important 
as the volume of digital communications grows 
across our global aviation ecosystem

Our ability to successfully prepare for and defend against emerging cyber threats to our aviation ecosystem 
necessitates the need for mutual collaboration and trust from across our borders



Our Global Success Involves Mutual Exchange

• As the U.S. CAA and ANSP, the FAA has a critical role 
in promoting safe and efficient operations within the 
aviation ecosystem.  

• Cybersecurity, particularly its intersection with aviation 
safety, is a critical piece of accomplishing the FAA 
mission.

• FAA is expanding information-sharing partnerships to 
gather additional perspectives on the overall aviation 
ecosystem cyber risk landscape.

• Cyber exercises are becoming more wide-spread as a 
proactive planning tool and valuable opportunity to 
strengthen partnerships, learn from our collective 
expertise, and promote cyber preparedness. 

FAA Strategic Goal: Build and maintain relationships with, and provide guidance to, external 
partners in Government and industry to sustain and improve cybersecurity in the Aviation 
Ecosystem



Thank-you




